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I.  Onpenenenust

B nHacrosieM 1oKyMeHTe UCTIOJIb3YIOTCS CASAYIOIINE TEPMUHBI U UX OIPEICICHUSI.

ABTOMATH3HMPOBAHHAsE 00pabdoTKa MepPCOHAJIBHBIX JaHHBIX — 00paboTka
MEPCOHAIIBHBIX IAHHBIX C IOMOIIBIO CPEICTB BBIUUCIUTEILHON TEXHUKH.

Be3onacHocTh MepCcOHANBHBIX JAHHBIX — COCTOSHUE 3aLIUIIEHHOCTH MEPCOHATBHBIX
JAHHBIX, XapaKTepU3yeMoe CIIOCOOHOCTHIO TOJIb30BATECH, TEXHUYECKHX CpPEACTB U
MH(GOPMALIMOHHBIX ~ TEXHOJOTHMM  o0ecrneduTh  KOH(UIEHIUAIBHOCTb, LEIOCTHOCTh U
JOCTYITHOCTh TIEPCOHANBHBIX JAaHHBIX TpH WX 00paboTke B HMHPOPMAIMOHHBIX CHCTEMax
MEPCOHAIBHBIX JaHHBIX.

BiokupoBaHue mNepPCOHANBHBIX [JAaHHBIX — BpPEMEHHOE MpeKpalieHue coopa,
CUCTeMAaTH3alllK, HAKOIUICHUS, MCIOJb30BaHUs, PACIIPOCTPAHEHHUS, IEPCOHAIBHBIX TaHHBIX, B
TOM YHCJIEC UX Mepeladuu.

HJoctyn k wuHpopMauMd — BO3MOXHOCTh TONy4YeHUs HHPopMmanuu u eé
UCIIOJIb30BAHUS.

3amumaemasi uHQGopmanusa — nHGopMaIUs, SBISIOMIAACS IPEAMETOM COOCTBEHHOCTH
W TOAJIeXKAllasi 3allUTe B COOTBETCTBMU C TPEOOBAaHUSMH IMPABOBBIX JOKYMEHTOB WIIU
TpeOOBaHUSMU, YCTAaHABINBAEMBIMH COOCTBEHHHUKOM HH(OpMAIIUU.

NnenTudukanus — nNpucBoeHNe CyObeKTaM U 00BEKTaM JOCTyINa UIACHTH(PHUKATOpA U
(umu)  CcpaBHEHHME  NPEOBSABISIEMOrO0  HACGHTU(UKATOpa C  MEpPeYHeM  MPUCBOCHHBIX
UIECHTU(DUKATOPOB.

NudopmanuonHasi cucreMa  MEePCOHAJBHBIX  JAHHBIX —  COBOKYIHOCTh
cojepxammxcs B 0a3ax JaHHBIX MEPCOHAIBHBIX JAHHBIX U OOECMEYMBAIOIIMX MX O00pabOTKy
MH(OPMALIMOHHBIX TEXHOJIOTHI U TEXHUUYECKUX CPEICTB.

NudopmannoHHasi TEXHOJOIrWsl — IPOILIECCHl, METOIbI IOMCKa, cOOpa, XpaHEHUs,
00paboTKH, MPEAOCTaBICHUSA, PACHPOCTPaHEHUs HHPOPMAIMH U CIOCOOBI OCYIIECTBICHUS
TaKUX MPOIIECCOB U METOIOB.

Hcrounuk yrpo3bl 0€30MaCHOCTH MEPCOHAJBHBIX JAAHHBIX — CYOBEKT AOCTYIA,
MaTepUaIbHBIM OOBEKT WM (DU3UYECKOE SBJICHHE, SBISIOMIUECS MPUYMHOM BO3HUKHOBEHUS
yYTPpO3bl 0€30MACHOCTH MEPCOHATBHBIX TaHHBIX.

KonTposmpyemasi 30Ha — TNpOCTPAaHCTBO (TEppUTOpUS, 3[aHHME, YacThb 3JIaHUS,
MOMEIIEHUE), B KOTOPOM HCKIIIOUEHO HEKOHTPOJIHUPYEeMOe MpeObIBaHWE MOCTOPOHHMX IHUII, a
TaK)Ke TPAHCIIOPTHBIX, TEXHUYECKUX U MHBIX MAaTEPUAIBHBIX CPEJICTB.

KonduaeHnnaibHOCTh NMEPCOHAIBHBIX JTAHHBIX — 00s3aTeNbHOE JJIsi COOMIOCHUS
OTIEPATOPOM WJIM MHBIM TMOJYYHUBIIUM JIOCTYI K MIEPCOHAIBHBIM JTaHHBIM JIMIIOM TpeOOBaHUE HE
pacmpocTpaHsiTh UX 0e3 corjacus CyObeKTa NEepCOHANBHBIX MAHHBIX WU HAJIWYUS HHOTO
3aKOHHOTO OCHOBaHHUSI.

HapymmuTesnb 6e30MacHOCTH NMEPCOHATBHBIX JAHHBIX — (DU3HUECKOE JINIIO, CITYYaiHO
WM TIpeJHAMEPEHHO COBEPIIAIOINICE JCUCTBUS, CIEACTBUEM KOTOPBIX SIBIIAETCS HapyIlIeHUE
0€30MacHOCTH TEPCOHANBHBIX JAaHHBIX MPH HX 00paboTKe TEXHUYECKUMHU CpPEICTBAMHU B
WH()OPMAIIMOHHBIX CUCTEMAX MEPCOHATBHBIX JaHHBIX.

HecaHKUMOHUPOBAHHBINA JOCTYN (HECAHKIMOHHMPOBAHHBbIE EHCTBUSI) — JOCTYN K
uH(popMaIuu UK JeicTBUS ¢ HHGOpMaITel, HapyIaolIye MpaBuiia pa3rpaHUYeHHs JOCTyIIa ¢
WCIIONIb30BAaHMUEM INTATHBIX CPEICTB, MPEAOCTABISAEMBIX HHPOPMAIMOHHBIMU CHCTEMaMHU
MePCOHAIIbHBIX TAHHBIX.

Hocurenr undopmanum — ¢usndeckoe U0 WIUM MaTepuadbHBIE OOBEKT, B TOM
yucie punyeckoe moje, B KOTOPOM WH(pOpMaIys HaXOIUT CBOE OTPAKEHHE B BUJIE CUMBOJIOB,
00pa3oB, CHTHAJOB, TEXHHMYECKHX PEIICHUN U TPOIECCOB, KOIMYECTBEHHBIX XapaKTEPUCTHK
(bu3NYECKUX BETUYHH.

O0e31MUYMBaHUE TEPCOHAJNBHBIX JAHHBIX — JCHCTBUA, B pE3yJbTaTe€ KOTOPBIX
HEBO3MOKHO OTPEIETUTh MPUHAIJICKHOCTh NMEPCOHATBHBIX JIAHHBIX KOHKPETHOMY CYOBEKTY
MEPCOHAIIbHBIX TAHHBIX.



OO0padoTka mNepPCcOHAJBHBIX JAAaHHBIX — J00oe JeiicTBUe (omepanus) WU
COBOKYIIHOCTb ~ JCHCTBMI  (omepanuii), COBEpIIAEMBbIX C  HCIOJB30BAHMEM  CPEICTB
aBTOMAaTHU3AlMK WIH 0€3 UCIONIb30BAHMS TAKUX CPEJICTB C MEPCOHATbHBIMU TaHHBIMH, BKIIOUYAs
cbop, 3anmuch, CUCTEMaTU3aIUI0, HAKOIUICHUE, XpaHEeHHe, yTOUYHeHre (0OOHOBJIEHNE, U3MEHEHUE),
U3BJIEYCHHE, HCIOJb30BaHUe, Iiepenady (pacrnpocTpaHeHHe, NpPeJoCTaBICHHE, JOCTYII),
o0e3nnuuBaHue, OJOKUPOBAaHUE, yIAICHUE, YHUUTOXKEHUE MEPCOHAIBHBIX TaHHBIX.

OO0beKT BBIYUCIMTE]bHOH TEXHUKU — CTAMOHAPHBIM WM TOABMXXHBIA OOBEKT,
KOTOPBI  MpeacTaBiIsieT  co0OW  KOMIUIEKC ~ CPEICTB  BBIYMCIUTEIBHOH  TEXHHUKH,
MpeIHa3HAYeHHBIA N7 BBIMOJIHEHUSl OIpeneieHHbIX (yHKuuid o6pabotrku uHbopmanuu. K
00BEKTaM  BBIYUCIIUTEIBHOW  TEXHUKM  OTHOCITCS ~ ABTOMAaTU3UPOBAaHHBIE  CHUCTEMBI,
aBTOMATHU3UPOBAaHHBIE pabouue MecTa, UH()OPMALMOHHO-BBIYMCIUTENIbHBIE LEHTPbl U ApYyTue
KOMIUIEKCBI CPEJICTB BBIYMCINUTENBHON TEXHUKU. K 00bEeKTaM BBIYMCIUTENBHON TEXHUKU MOTYT
OBITh OTHECEHbl TAaKXK€ OTAENbHBIE CPEICTBA BBIYUCIUTENHLHON TEXHUKH, BBINOJHSAIOIINE
CaMOoCTOsITeNIbHbIE (PYHKIIMU 00pabOTKU HH(POpMAITUH.

Onepatop nepCcoHAJBHBIX AAHHBIX — TOCYJIAPCTBEHHBIA OpraH, MYHULMIAJIbHBIN
Opras, IOpPHIMYECKOEC WM (U3NYECKOE JIMIO, CAMOCTOATENBHO WM COBMECTHO C JIPYTHMHU
JUIAMH OPTaHU3YIOLIUE U (UJIH) OCYIIECTBIISIIOIINE 00pabOTKY NEpCOHANBHBIX JaHHBIX, a TAKKE
onpeAesone el 00padOTKU IEPCOHAIbHBIX JIaHHBIX, COCTAaB IEPCOHAJIBHBIX JAHHBIX,
nojsexanmx oopaboTke, AelcTBUA (Omepalii), COBepIIaeMbIe C IePCOHATbHBIMU JAaHHBIMHU.

IlepconanbHble JaHHBIE — JII00ast HHOOPMAIMs, OTHOCSIIIAACS MPSMO UM KOCBEHHO K
OTpeieIEcHHOMY WX onpezaesieMoMy (hru3ndeckoMy JTUIly (CyOBEeKTy MepCOHaNbHBIX JaHHBIX).

IHosb30BaTesib MHPOPMALIMOHHON CHCTEMBbI MEPCOHAJNBHBIX [JAHHBIX — JUIIO,
ydacTBytomiee B (\yHKIIMOHHUPOBAHUHM HH(POPMAIIMOHHON CHCTEMbI NEPCOHAIBHBIX TAaHHBIX WU
UCTIONB3YIONIEeE PE3YIbTAThI €€ (DYHKIIMOHUPOBAHHUS.

IIpaBuia pasrpaHMyeHusi AOCTYNA — COBOKYIHOCTb IPaBWJI, PErJIaMEHTUPYIOLINX
IpaBa JocTylna cyObeKTOB JJOCTyNa K 00beKTaM JI0CTyna.

IIpexocraB/ieHHe NepPCOHANBHBIX JAHHBIX — JICHCTBUSI, HAIIPABJICHHBIC HA PACKPBITHE
NEPCOHAIBHBIX JAaHHBIX ONPEEICHHOMY JIUILY WIH ONPEIEIIEHHOMY KpYTy JIHL.

IIporpammuoe (mporpaMMHO-MaTeMATHYeCKOe) BO3/€eiicTBHE -
HECaHKIMOHMPOBAHHOE BO3/EHCTBHE Ha pecypchl aBTOMAaTU3UPOBAaHHOM WH(GOPMAIMOHHON
CHUCTEMBI, OCYILIECTBIISIEMOE C UCIIOIb30BAHUEM BPEJOHOCHBIX IIPOTPaMM.

PacnpocTpaHenne mnepcOHAJNbHBLIX [JaHHBIX — JICHCTBHS, HalpaBJCHHbIE Ha
PACKpPBITHE NIEPCOHANBHBIX TAHHBIX HEONPEIEIEHHOMY KPYTY JIMULL.
Pecypc wundpopmMaumoHHOM CHCTeMbl — HWMEHOBAaHHBIA 3JIEMEHT CHUCTEMHOTO,

NPUKJIAJHOTO WIM allapaTHOro odbecneueHus pyHKIMOHUPOBAHHS HH(POPMALIMOHHON CUCTEMBI.
Cucrema 3alIUTHl NEPCOHAJBHBIX JAHHBIX — COBOKYIHOCTb OpPraHOB M (WJIM)
UCTIOJIHUTENIEH, HCHOJIb3yeMOM HMH TEXHUKHM 3alIUThl HMH(pOpMAlMM, a Takke OOBEKTOB,
opraHM3oBaHHass ¥ (YHKUMOHMpYIOIIAasg MO IMpaBWIaM M HOpMaM, YCTaHOBJIEHHBIM
COOTBETCTBYIOIIUMH JOKYMEHTaMH B 00JIaCTH 3aIlUThI IEPCOHATIBHBIX JAHHBIX.

CpencrBo kpunrorpaguyeckoil 3amuTbl HH(OPMANMH — CPEACTBO 3aIIUTHI
UH(pOPMaLINK, peaTu3yollee aropuTMbl KpUIITOrpadhuyeckoro npeodpazoBaHus HHPOPMAIIUH.

Cy0bekT pocTtyma — JUIO WIM HPOLECC, AECUCTBUS KOTOPOTO PETIaMEHTHUPYIOTCS
IIPaBWJIaMU Pa3TpaHUYEHUs JOCTYIIA.

Cy0beKTbl NMepcOHAJbHBIX JAAHHBIX — PAaOOTHUKHU, OOyyarouiuecsi, KOHTpPareHThl U
JIpyrHe Jauia.

TexHuyeckuii KaHaa yreuku HHPOPMALMHU — COBOKYITHOCTh HOCUTENS MH(POpMAIIUN
(cpenctBa 00pabOTKM), (U3NYECKON Cpebl paclpocTpaHeHHs MHPOPMATUBHOIO CHUTHAla M
CPEICTB, KOTOPBIMU J100bIBaETCS 3amiuiiaeMas HHpopMaius.

TexHunuyeckue cpeacrsa HH(POPMALMOHHON CHCTEMbl NEPCOHAJBHBIX JAAaHHBIX —
CPEICTBA BBIUHUCIUTEILHON TEXHUKH, WH(OPMALMOHHO-BBIUUCIUTENbHBIE KOMIUIEKCH M CETH,
CpeACTBa M CHUCTEMbI Iepefayd, mpueMa U OOpabOTKM MEepPCOHAIBHBIX JaHHBIX (CpPeaCcTBa U
CHUCTEMBl  3BYKO3aIlUCH, 3BYKOYCHWJIEHHUS, 3BYKOBOCIIPDOM3BEIEHHMS, IEPErOoBOpPHbIE U



TEJIEBU3NOHHBIE YCTPOMCTBA, CPEICTBA M3TOTOBJICHUS, THPA)KUPOBAHMS JOKYMEHTOB U ApPYyTHE
TEXHUYECKHUE CpeAcTBa OOpabOTKM pedeBOH, rpaduveckoil, BuIeo- M OYKBEHHO-IU(POBOM
uHpOpMaLUK), NPOrpaMMHBIE CPEACTBA (ONEPALMOHHBIE CUCTEMbI, CHCTEMBbl YIPABJICHUS
0a3aMu JaHHBIX W T.I.), CPEICTBA 3alIUTHl MHPOPMALUHU, MPUMEHsIEMbIe B UH(POPMALMOHHBIX
CUCTEMAX.

Yrpo3sl 0e€30maCHOCTH NEPCOHAJBHBIX JAHHBIX — COBOKYIHOCTb YCIOBUH U
(bakTOpOB, CO3AAIOLIUX ONACHOCTh HECAHKLIMOHUPOBAHHOI'O, B TOM YHCJIE CIy4YaiHOro, A0CTyna
K IEPCOHAIBHBIM JIaHHBIM, PE3YJbTATOM KOTOPOIO MOXKET CTAaTh YHMUYTOKEHUE, W3MEHEHHUE,
OJIOKMpOBaHKE, KONMPOBAHHE, PACIHPOCTPAHEHHWE NEPCOHANbHBIX JAHHBIX, a TaKXe MHBIX
HECAaHKIIMOHMPOBAHHBIX JEHUCTBHM MpH HX 00paboTke B HMH(OPMAIMOHHONH CHCTEME
NIEPCOHAJIBHBIX JaHHBIX.

YHHUYTOKEeHNe MNepPCOHANBHBIX [JaHHBIX — JCHUCTBUS, B pe3yibTare KOTOPBIX
HEBO3MO>XHO BOCCTAHOBUTH COJIEP’KaHHE MEPCOHAIBbHBIX JAHHBIX B MH(MOPMALMOHHOW cHUCTEME
NEPCOHAIbHBIX JaHHBIX WM B PE3YyJbTaTe KOTOPHIX YHUUYTOXKAIOTCS MaTepUalIbHbIE HOCUTEIU
IIEPCOHAJIBHBIX JaHHBIX.

Y1euka  (GamuuiaemMou) HMHQPOPMALNMM 1O  TEXHUYECKMM  KaHAaJIaM  —
HEKOHTPOJIUPYEMOE PACHPOCTpaHEHHE MH(POPMALUU OT HOCUTENS 3alluinaeMod MHGpOpMaluu
yepe3 (U3MUECKYI0 Cpely MO0 TEXHHYECKOIO CpElICTBA, OCYILECTBIIIOLIETO MepexBar
uHpopmanuu.

LesocTHOCTH HH(POPMALMH — CITOCOOHOCTD CPEICTBA BHIYUCIUTEIBHON TEXHUKU HITH
aBTOMATH3UPOBAaHHOM cHCTeMbl 00ecneunBaTh HEM3MEHHOCTh HMH(OpManUu B YCIOBHAX
CIIy4aifHOTO W/HJTH TIPETHAMEPEHHOTO HCKaKEHHS (pa3pyLIeHHUs).

I1. Beexenue

Hacrosmas IlonmuTuka 0€30MacHOCTH MEPCOHAIBHBIX JAaHHBIX, 0OpaOaThIBAEMbIX B
MH(GOPMALIMOHHBIX CHCTeMaX NepcoHanbHbIX AaHHbIX Jluues «Mudotex» (nanee — Ilonurtuka),
SBISETCA O(QUIIMAIBHBIM JTOKYMEHTOM M pa3paboTaHa B COOTBETCTBUH C LEISAMH, 3a/a4aMU U
OPUHIUIIAMU obecrieueHus] 6e30MaCHOCTH MEePCOHANBHBIX JAaHHBIX U3J10KeHHBbIX B KoHuenuuu
0€30IaCHOCTH TIePCOHANBHBIX [aHHBIX, 00pabaThIBaeMBbIX B HMH()OPMAIIMOHHBIX CHCTEMax
nepcoHanbHbIX AaHHBIX Jlunes «MadoTex» (nanee — Opranuszanus).

B Ilomutuke omnpeneneHsl TpeboBaHus K paOoTHHKaM OpraHusaiyu, CTENeHb
OTBETCTBEHHOCTH PAOOTHUKOB, CTPYKTYpa U HEOOXOAMMBIA ypOBEHb 3alIMIIEHHOCTH, CTaTyC U
JOJDKHOCTHBIE  O0A3aHHOCTU pPaOOTHHUKOB, OTBETCTBEHHBIX 3a oOecredeHue Oe30IacHOCTH
NEPCOHAIBHBIX JAHHBIX B HH(OPMAIIMOHHBIX CUCTEMaX NEPCOHANbHBIX JaHHBIX OpraHu3aium.

1. OO01ue moJoKeHus

Henbto nHacrosimedt [lomuTuku sBisercs obecreueHue OE30MACHOCTH IMEPCOHATBHBIX
naHHbix OpraHuzanuu OT BCEX BHUIOB yIPO3, BHENIHUX W BHYTPEHHUX, YMBIIUICHHBIX H
HEenpeIHAMEPEeHHBIX, MUHUMH3AIHUS yiiepda OT BO3MOXKHOM peanu3aluud yrpo3 0e30MacHOCTH
MEPCOHAIIbHBIX JIAHHBIX.

be3zonacHOCT  MEPCOHANBHBIX  JAHHBIX  JIOCTUTAeTCs  MyTEM  HUCKIIOYEHUS
HECAaHKI[MOHHUPOBAHHOTO, B TOM YHCJIE CIy4alHOrO, JOCTYNMa K TEPCOHAIBHBIM JTaHHBIM,
pE3yNbTaTOM KOTOPOTO MOXET CTaTh YHUUYTOKEHUE, U3MEHEHHE, OIOKUPOBAaHUE, KOTIMPOBAHHE,
pactpocTpaHeHHe TEPCOHATIBHBIX IAHHBIX, a TAK)KE WHBIX HECAHKIIMOHUPOBAHHBIX JCHCTBUMN.

Nudopmanus u cBsi3aHHBIE C HEHl pecypchl JOKHBI OBITH JOCTYMHBI TOJIBKO JIJISt
aBTOPU30BAaHHBIX TMOJb30BaTeNeld. B MHPOPMAIIMOHHBIX CHCTEMaX TMEePCOHAIBHBIX JaHHBIX
JOJKHO OCYIIECTBIATHCS CBOEBPEMEHHOE OOHApYyKEHHWE yTrpo3 U pearupoBaHUE Ha YTPO3bI
0€30MacHOCTH IEPCOHATBHBIX JTAHHBIX.

B uH}OpMaMOHHBIX cHCTeMax TMEepPCOHAIBHBIX JaHHBIX HEOOXOAMMO HCKIIOYHTH
BO3MOXKHOCTh  MpPETHAMEPEHHBIX  WJIM  CIy4YalHBIX,  YaCTHMYHBIX WM  TOJHBIX
HECAHKIMOHUPOBAHHBIX MOAU(PUKAIIUN HITH YHUUYTOXKEHHS TaHHBIX.

[lepedeHs nepcoOHANBHBIX JaHHBIX, MOJUICKAIIUX 3alIUTe, onpeaeneH B [lomoxenun o6
00paboTke nepcoHaNbHbIX AaHHBIX B JIunes « MHpoTex».



IV. Cucrema 3aliMThI NEPCOHAIBHBIX JaAHHBIX

Cucrema 3alIUTHI IEPCOHATBHBIX JAHHBIX CTPOUTCS] HA OCHOBAaHUU:

- [Tepeunst mepCcOHANBHBIX JAHHBIX, MOJIJICKAIINX 3alIUTE;

- [Tepeunst ”HGOPMAITMOHHBIX CHCTEM MEPCOHATBHBIX JaHHBIX;

- AKTa ompeneieHUus YPOBHS 3alIUIIEHHOCTH IEPCOHAJBHBIX JaHHBIX IPH HUX
00paboTke B MHPOPMAITMOHHON CHCTEME NIEPCOHAIBHBIX JTaHHBIX;

- YacTHOU MOJIeNIN yTpo3 U HAPYIIUTENsE O€30MaCHOCTH NMEPCOHATBHBIX TAHHBIX;

- [TonmoskeHus 0 pa3rpaHUYCHHUH TIPaB JIOCTyIa K 00pabaTbiBaeMbIM IMEPCOHATBLHBIM
JIaHHBIM;

— PykoBogsuux gokymenToB ®CTIK Poccuu u ®Ch Poccun.

Ha ocHoBaHMM 93TUX JOKYMEHTOB ONpEIeIsieTcs HEOOXOMUMBIA  ypOBEHBb
3aIUIIEHHOCTH MEPCOHANTBHBIX JaHHBIX B KaKI0H MH(GOPMAIIMOHHONW CHUCTEME MEePCOHATBHBIX
naHHbelx Opranm3anun. Jlns xaxmaod WHOOPMAIMOHHOW CHCTEMBI TEPCOHATBHBIX JIaHHBIX
JIOJDKEH OBITh COCTABJICH CITMCOK MCIOJB3YEMbBIX TEXHUYECKHUX CPEJICTB, a TAK)KE MPOrPaMMHOTO
o0ecreveHns y9acTBYIOIIET0 B 00padOTKe MePCOHATBHBIX TaHHBIX, MOJJICKAIINX 3aAIIUTE.

B 3aBucumocTH OT ypOBHA  3allMIICHHOCTH  TMEPCOHANBHBIX  JAHHBIX B
WH(OPMAIIMOHHON CHCTEME NEPCOHAIBHBIX JTaHHBIX M aKTYaJIbHBIX YIpO3, CHCTEMa 3aIIUThHI
MEPCOHANBHBIX TaHHBIX MOKET BKJIIOUATh CJIEAYIOIINE TEXHUYECKUE U IPOTPAMMHEBIE CPECTBA:

- AHTUBUPYCHBIE CPENICTBA JJIs1 O0BEKTOB BHIYUCIUTEIHHON TEXHUKH;

- CPEIICTBA MEXKCETEBOTO SKPAHUPOBAHWS,

- cpencTBa  Kpuntorpaduyeckod — 3amuThl  MHGOpMANWK, TpU  Tepenade
3amuIaeMoi HHGOpPMaIMH 110 KaHaIaM CBSI3H.

Tak ke B CHUCOK JOJDKHBI OBITh BKIIFOUCHBI (YHKIIMHM 3alIUTHI, 0OCCIICYNBACMBIC
MITAaTHBIMH CPEJICTBAMH MH(OPMAITMOHHOW CHCTEMbI NTEPCOHAIBHBIX JAHHBIX W OMEpallMOHHBIX
CUCTEM, TMPHUKJIAIHBIM MPOTPAMMHBIM OOCCIICUCHUEM H CICIUAIBHBIMH  KOMILJICKCAMH,
peaM3yIOIUMU CpecTBa 3aUThl. CIHCOK (QYHKIUN 3alIUTHl MOXKET BKIIIOYATh:

- yIOpaBleHUE TOCTYIIOM U pa3rpaHUYEHUE JOCTYIIA MOJIb30BaTENeH;
- PETUCTPALIMIO U YUET AeHCTBUIA ¢ mHbOpMaIuei;

- o0OecreueHne EeIOCTHOCTH JaHHBIX;

- oOHapyXeHHe BTOPKEHUH.

CHucoK HCIONb3yeMbIX CPEACTB JOKEH MOJICPKUBATHCS B aKTyallbHOM COCTOSTHUU.
Bce wu3MeHeHuss cocTaBa CHCTEMBbI 3alllUThl TMEPCOHANBHBIX JAHHBIX WM JJIEMEHTOB
WH(OPMAIMOHHBIX ~ CHUCTEM TEPCOHAIBHBIX JAHHBIX JOJDKHBI OBITH  COTJIACOBAaHBI  C
AIMUHHUCTpATOPOM UH(POPMALIMOHHON OE30MaCHOCTH.

V. Tpeﬁona}ma K IoacucreMamMm CUCTEMbBI 3alMUTHI NEPCOHAIBHBIX JaHHBIX

Cucrema 3alIUTHI TEPCOHANBHBIX JAHHBIX BKIIIOUAET B C€0s CIEAYIOIINE MOICUCTEMBI:
— yIOpaBIeHUS JOCTYIIOM, PETUCTPALIUU U YUETa;
- o0ecTieYeHns [EIOCTHOCTH M IOCTYITHOCTH;
- AHTHUBUPYCHOM 3aILNTHI;
- MEKCETEBOTO SKPaHUPOBAHHS;
- aHaJM3a 3aIUIIeHHOCTH;
- 0oOHapyXeHHs BTOP)KEHUH;
- KpUnTOrpaduueckoi 3ammThl.

[TogcucTeMBbl  CHCTEMBI  3alllUTHl  MEPCOHANBHBIX  JIAHHBIX HMMEIOT  Pa3IUJIHBIN
(GYHKIIMOHAT B 3aBHUCHMOCTH OT YPOBHS 3aIllMIIEHHOCTH TEPCOHAJBHBIX JAHHBIX TMPU HUX
00paboTke B WH(MOPMAIIMOHHOW CHCTEME TEPCOHAIBHBIX JAHHBIX, OMPEJCICHHOTO B AKTE
OTpesieNieHUs] YPOBHsI 3alllMIICHHOCTH TMEPCOHANBHBIX JaHHBIX TpH UX 00paboTke B
WH(POPMAIIMOHHON CHCTEME TIEpCOHANBHBIX JTaHHBIX.

5.1. TloacucremMsl ynpasjieHHUsl 10CTYIIOM, PErUCTPAIIUN U YYeTa



Iloncucrema ympaBieHHsl JOCTYIOM, PErHCTpallMd M ydeTa HpeJHa3HaueHa Jyis
peanu3alyy CIeayonMX GyHKINI:

- UICHTU(UKAIIMA U TPOBEPKH IMOJJIMHHOCTH CYOBEKTOB JOCTYyINa IPU BXOJE B
UH(POPMALIMOHHYIO CUCTEMY MEPCOHATBHBIX TAaHHBIX;

— UICHTU(HUKAIIMYA TEPMUHAIIOB, Y3JIOB CETH, KaHAJIOB CBSI3M, BHEIIHHX yCTPOMHCTB
0 JIOTMYECKUM HMEHaM;

- UJAECHTU(QUKALMK [TPOrpaMM, TOMOB, KaTaJoros, (aiyioB, 3anucei, nojeu 3anucei
110 UMEHaM;

- perucTpamnuu Bxoja (BbIX0/1a) CyObEKTOB JOCTyIa B CUCTEMY (M3 CUCTEMBI), INOO
perucTpanuy 3arpy3ku 1 HHULMAIU3alKU1 ONIePallMOHHON CUCTEMBI U €€ OCTaHOBA;

- pEerucTpanuy MombITOK JOCTYyNa MPOrpaMMHBIX CPEICTB (IIpOrpamm, MPOLECCOB,
3ajad4, 33/1aHuil) K 3anuiaeMbIM (ainam;

— PErUCTPALIMU NOMBITOK JOCTYyNa MPOTrPAMMHBIX CPEJICTB K TEPMUHAIAM, KaHalaM
CBsI3H, IpOrpaMMaM, TOMaM, KatajoraM, Qaisam, 3arnucsam, oM 3anucen.

[Toncucrema ynpaBieHHs! JOCTYIIOM MOET OBITh pEaIn30BaHA C MOMOIIBIO IITAaTHBIX
cpeAcTB 00pabOTKM MEPCOHAIBHBIX AAHHBIX (ONEpalMOHHBIX CHUCTEM, MpuioxkeHuit). Tak ke
MOKET OBbITb BHEAPEHO CIEUUAIbHOE TEXHUYECKOE CPEACTBO MM HX  KOMILIEKC,
OCYILECTBIISIOLINE JIOTOJIHUTENIbHBIE MEpbl MO0 ayTeHTHU(UKauuu U KoHTpomoo. Hampumep,
IPUMEHEHHUE €JMHBIX XpaHWIUI Y4YETHBIX 3alKiceld I0Jb30BaTeled M PErucTpalioOHHON
UHpOPMALIMY, HUCHOJIb30BAHUE OMOMETPUYECKHMX M TEXHHYECKUX (C TMOMOULIbIO 3JIEKTPOHHBIX
NPOIYCKOB) MEp ayTeHTH(HUKALNU U JPYTUX.

5.2.Iloacucrema odecneyeHHs EJOCTHOCTH U IOCTYIHOCTH

[Toxcucrema obecriedeHHs] IICIIOCTHOCTH M JIOCTYITHOCTH —TpeIHA3HA4YCHA  JUIS
oOecrie4eHHs IIEIOCTHOCTH U JIOCTYIHOCTH IEPCOHANbHBIX JaHHBIX, IMPOTPAMMHBIX U
anmapaTHBIX CPEJCTB MH(MOPMAIMOHHBIX CHUCTEM IMEPCOHANBHBIX JaHHBIX OpraHu3aiuu, a TaKk
K€ CPECTB 3allUTHI, TP CIy4YailHOW WM HaMEePeHHON MOIU(UKALINY.

[Togcucrema peanusyercs C TOMOIIBIO OpraHU3AMH PE3EPBHOIO KOMUPOBAHUS
oOpabaThIBa€MbIX  J@HHBIX, a TaK € PE3ePBUPOBAHHUEM  KIIOYEBBIX  JJIEMEHTOB
MH()OPMAIIMOHHBIX CUCTEM MIEPCOHAIIBHBIX JIAHHBIX.

5.3.IloacucreMa aHTUBHUPYCHOM 3a1UTHI

[Toncucrema aHTUBHPYCHOM 3aIMTHI MpeHa3HAUYEHA /AJIsl 00eCHeueHNs aHTUBUPYCHOMN
3alIUThl 0OBEKTOB BHIYNUCINUTEIbHON TeXHUKH OpraHu3aium.

CpenctBa aHTUBHPYCHOM 3alllUThl MpEJHA3HAYEHbl JUIsl peau3alud  CIEAYIOLIUX
GbyHKIMA:

- PE3UICHTHBIN AaHTUBUPYCHBII MOHUTOPUHT;

- AHTHUBUPYCHOE CKAHUPOBAHHUE;

- CKpUNT-0JI0KMPOBAHHUE;

- LEHTpaJnu30BaHHas/yJalleHHas  YCTAHOBKA/JEUHCTAJUISLMS ~ AHTUBUPYCHOIO
IPOAYKTa, HACTpPOMKa, aJAMMHHUCTPUPOBAHUE, IIPOCMOTP OTYETOB M  CTaTUCTUYECKON
uH(opmaIuu 1o padoTe MPOAYyKTa;

- aBTOMATHU3UPOBAHHOE OOHOBJIEHHE aHTUBUPYCHBIX 0a3;

- OrpaHMYEHUE TIpaB I[IOJIb30BATENIsl Ha OCTAaHOBKY HCIIOJHSAEMBIX 3agad U
U3MEHEHMs HAaCTPOEK aHTUBUPYCHOTO MIPOTPaAaMMHOTO 00eCTIeueHHUS;

- aBTOMATUYECKUH 3aIlyCK Cpa3y IOCJE 3arpy3KH ONEPALMOHHON CUCTEMBI.

[loncucrema peanusyercss TMyTeM BHEIPEHUS  CHEIHAIBHOTO  AHTUBUPYCHOTO
IPOTPaMMHOT0 00€CleYeHUus BO BCE AJIEMEHTHl HH(POPMALMOHHBIX CHCTEM IEpCOHAIBHBIX
JTAHHBIX.

5.4. TIloacucrema MeKceTeBOro IKPAHMPOBAHUS

[Toncucrema  MEXCETEBOTO  HKPAHUPOBAHMS MpPEAHA3HAuCHA ISl peaTH3aluH
CJIEAYIOUIMX (PYHKLUI:



- (GMIBTpauK OTKPHITOTO U 3aIH(ppoBaHHOTrO (3aKkpbiTOoro) IP-tpaduka;

- (GuKcanMy BO BHYTPEHHHUX XypHajdax MHPOPMALUHU O MPOXOAAILIEM OTKPHITOM U
3akpeiToM [P-Tpaduxe;

— UACHTUQUKAIIMM M ayTeHTU(UKaMu AJMUHHCTpaTopa HWHGOPMAIMOHHON
0e30I1acCHOCTH WM AJIMUHHCTpAaTOpa UH(OPMAILIMOHHON CUCTEMBI NIEPCOHATIBHBIX AAHHBIX IPU
€ro JIOKaJIbHBIX 3aIIpocax Ha JAOCTYII,

- perucrpanmu  Bxoja  (BeIXojga) — AJMHMHHUCTpaTopa  HMH(OpMAIMOHHOU
0€30I1aCHOCTH MM AJMUHHMCTpAaTOpa MH(MOPMALMOHHOW CHUCTEMbI IEPCOHAIBHBIX JaHHBIX B
cucreMy (M3 CHUCTeMbI) JHOO 3arpy3ku W HWHHIHAIA3ALUU CHCTEMBl UM €€ INPOrpaMMHOIO
OCTaHOBA;

- KOHTPOJIS LIEJIOCTHOCTH CBOEH IPOrpaMMHON U MH()OPMAIIMOHHON 4acTH;

- (GWIbTpaluK MAKETOB CIIY>KEOHBIX MPOTOKOJIOB, CIYKaIlUX I JAUArHOCTUKU U
yrpaBieHus: pabOTON CETEBBIX YCTPOUCTB;

- (GWIbTpau ¢ yYeTOM BXOJHOTO M BBIXOJHOTO CETEBOro HHTepderica Kak
CPEJCTBO MPOBEPKU MOAJIMHHOCTH CETEBBIX aJIPECOB;

- perucTpaiyu 1 yuyera 3anpaiiiBaeMblX CEpBUCOB IIPUKIIATHOTO YPOBHS;

- OJIOKMpPOBAaHHS JIOCTYINIa HEUJICHTH(PHUIIMPOBAHHOTO OOBEKTAa WIH CYOBEKTa,
HOJUIMHHOCTh KOTOPOTO NMpH ayTEHTU(HUKALMKM HE TOATBEPAMUIIACh, METOAAMH, YCTOMUUBBIMU K
NepexBaTy;

- KOHTPOJISI 3@ CETE€BOI aKTUBHOCTBIO NMPUIIOKEHUM U OOHAPYKEHUS CETEBbIX aTak.

[loncucrema peanu3yercs BHEIPEHUEM IPOrpaMMHO-AIAPAaTHBIX — KOMIUIEKCOB
ME)KCETEBOI'0 IKPaHUPOBAHUS Ha TPAHULIE CETH.

5.5.IloacucTreMa aHAJAK3a 3aIUIIEHHOCTH

IloncucremMa  aHalmM3a  3alUINCHHOCTH, JOJ/DKHA  OOCCIICUMBATL  BEISIBJICHHC
ySI3BUMOCTEH, CBSI3aHHBIX C OIIMOKAaMH B KOH(QUTYpaluk TPOTPaMMHOTO OOCCIICYCHU S
WH(OPMAIIMOHHONW CUCTEMBI TIEPCOHAIBHBIX IaHHBIX, KOTOPHIE MOTYT OBITh HCIIOJH30BAHbBI
HapYIIUTENEM JUIS Peai3allii aTakKh Ha CHCTEMY.

OyHKIMOHAT TIOJICUCTEMBl MOXET OBITh PEAIM30BaH MPOTPAMMHBIMH M MTPOTPAMMHO-
anmapaTHBIMH CPEJICTBAMHU.

[Toncucrema oOHapy>KEHUs BTOPKEHUIN

[Toacucrema oOHapy>keHUsT BTOPKEHUMU, MOJDKHA 00ECIeYMBATh BBHISBICHHE CETEBBIX
aTaKk Ha JJIEMEHTHI WH(POPMAIIMOHHON CHUCTEMBI MEPCOHATBHBIX JAHHBIX, MOJKIIOYCHHBIC K
CETsIM O0IIero MOJIb30BaHUS U (M) MEKIYHAPOTHOTO OOMEHa.

OyHKIMOHAT TIOJICUCTEMBI MOXET OBITh PEaIM30BaH MPOTPAMMHBIMH M IPOTPAMMHO-
anmapaTHBIMH CPEJICTBAMHU.

5.6. TloacucreMa KpUNTOrpaduYecKoil 3aIMThI

IToncucrema Kpuntorpapuuecko 3alIUThl  MpeAHA3HAYeHA Uil UCKIIIOUYEHHS
HECaHKIIMOHMPOBAHHOIO JOCTYyMNa K 3alluiiaeMoi nHpopMaluu B MTHPOPMAIIMOHHBIX CUCTEMAaxX
NEepCOHANbHBIX AaHHBIX OpraHuzanuu, Opu ee Iepejadye MO KaHajlaM CBSI3U ceTed o0Iero
M0JIb30BAHNUSA U (MJIN) MEXAYHApPOJHOTO OOMEHA.

[Toncucrema peanusyercst BHEIPEHUEM KPUNTOrpahuyecKux MporpaMMHO-annapaTHbIX
KOMILJIEKCOB.

VI. Toan3oBaTesn HHPOPMANMOHHBIX CHCTEM MEPCOHATbHBIX JAHHBIX

B Konuenmuu 0e30macHOCTH TMEpPCOHANBHBIX JAHHBIX OMNPEJENIEHbl OCHOBHBIE
KaTeropuu mojb3oBaresnell. Ha oOcHOBaHMM 3THX KaTeropuil JOoJDKHA OBITh HpPOM3BEACHA
TUTU3ALMS TOJb30BaTesed NHPOPMAIIMOHHBIX CHUCTEM MEPCOHANBHBIX JaHHBIX, ONpEeAeNieH HX
YPOBEHBb JOCTYyIIAa U BO3MOKHOCTH.

B wuHpopManmumoHHBIX cHCTeMax NEPCOHAIbHBIX MJaHHbIX OpraHu3auu MOXKHO
BBIJICJIUTh CIIEAYIOIIME TPYIIIBI IMOJIb30BATENeH, y4acTBYIOIIMX B 00pabOTKE NEepCOHANbHBIX
JTAHHBIX:



- AIMHUHHCTpATOP UH(OPMAIIMOHHON CUCTEMBI IIEPCOHANIBHBIX TAaHHBIX;
- Oneparop nH(GOPMALMOHHON CUCTEMBI IEPCOHATIBHBIX JAHHBIX.
JlanHple O Tpynmax IOJb30BaTeNel, ypOBHE HX JOCTyNa W HH(POPMHUPOBAHHOCTH
JOJKHBI OBITH OTpakeHbl B [l00eHNM O pa3rpaHUYEHUU IpaB J0CTyna K oOpabaThiBaeMbIM
IIEPCOHAIIBHBIM JaHHBIM.

6.1.A)1MI/IHHCTpaT0p HHq)OpMaHHOHHOﬁ CHUCTEMBI IIEPCOHAJTBHBIX JAaHHBIX

AIMHHHCTPAaTOp HWH(POPMAITMOHHONW CHUCTEMbI TMEPCOHAIBHBIX MJAaHHBIX, PAOOTHUK
Opranu3anuy, OTBETCTBEHHBIH 32 HACTPOMKY, BHEIPEHUE U COIIPOBOXKICHHE MH(MOPMATMOHHOH
CHCTEMBI MIEPCOHATBHBIX JaHHBIX. OOecrieunBaeT (PyHKIIMOHUPOBAHHE MOJICHCTEMBI yIIPaBICHUS
JOCTYIIOM MH(pOPMAIIMOHHON CUCTEMBI IEPCOHAIBHBIX JAHHBIX M YIIOJIHOMOYEH OCYIIECTBIISATH
IpefoCTaBIeHNe U pasTpaHUYeHHE JOCTylma KOHEYHoro mojb3oBarens (Omeparopa
MH()OPMAIIMOHHON CHCTEMBI TIEPCOHAIBHBIX JaHHBIX) K AJIEMEHTaM, XPaHALIMM NEepCOHAIbHbIC
JAHHBIC.

AnMuHHCTpaTOp HWH(DOPMANMOHHOW CHCTEMBI IEPCOHAIBHBIX JAaHHBIX 00JIaJaeT
CJICIYIOIUM YPOBHEM JIOCTYIIAa U 3HAHUI:

- oOnanaer nmojgHOM MH(OpManMeld O CHUCTEMHOM M MPHUKJIAJHOM MPOrPaMMHOM
obecrieueHNH MH(YOPMAIMOHHON CHCTEMBI TIEPCOHAIBHBIX JITAHHBIX;

- o0yiaaeT MONHOW MH(MOpPMALUed O TEXHWYECKUX CPEACTBaX M KOH(UTyparuu
MH(OPMAaLIMOHHON CUCTEMBI IEPCOHATIBHBIX JAHHBIX;

- UMEeT JOCTYIl KO BCEM TEXHHYECKHM CpeICTBaM OOpabOTKM MHQPOpMALUU MU
JAHHBIM B HH(POPMAIIMOHHOW CHCTEME MIEPCOHATBHBIX TaHHBIX;

- 00J1aaeT BO3MOXKHOCTSIMH BHECEHUSI M3MEHEHHUI B MpPOrpaMMHOE oOecriedeHue
MH(OPMALIMOHHON CUCTEMbI IEPCOHAIBHBIX JAHHBIX HA CTaJuu €€ pa3paboTKH, BHEAPEHUS U
CONPOBOXKICHUS;

- oOyiaaeT mpaBaMH KOHQUIYPHPOBaHHS W AJAMUHHCTPATHBHOW HACTPOWKH
TCXHUYCCKHUX CPCACTB I/IH(i)OpMaIII/IOHHOI;’I CHUCTCMBbI IICPCOHATIbHBIX JaHHBIX.

6.2.0nepaTop UH(POPMAIHOHHOI CHCTEMBI MEPCOHATBHBIX TAHHBIX

Omneparop WHGOPMAIIMOHHOH  CHCTEMBI  TEPCOHAIBHBIX  JAaHHBIX, PaOOTHUK
Opranu3anuy, OCYHIECTBISIOIMH  00pabOTKy  MepcoHalbHBIX  JaHHbIX. OOpaboTka
NEPCOHAIBHBIX JAHHBIX BKJIIOYAET: BO3MOXKHOCTh IIPOCMOTpA MEPCOHAIBHBIX JaHHBIX, PYyYHON
BBOJI IEPCOHAIBHBIX JAaHHBIX B HWH(POPMALMOHHYIO CHCTEMY IEpCOHANbHBIX JaHHBIX,
(dbopMUpOBaHHE CIPABOK M OTYETOB MO HHPOpPMAIMH, IMOJYYEHHON W3 MHGPOPMAIMOHHOMN
CHCTEMBI IEPCOHATbHBIX JAHHBIX.

OmnepaTop MHPOPMAIIMOHHON CHUCTEMBI MEPCOHATBHBIX JAHHBIX 00JIa/1aeT CIAEAYIOIINM
YPOBHEM JOCTyIa U 3HaHUIL:

- o0najaeT BCeMH HEOOXOIUMMBIMH  aTpuOyTamMu  (Hampumep, IMapojem),
o0ecreynBaroIUMH JIOCTYTI K HEKOTOPOMY HOJIMHOKECTBY MEPCOHATIBHBIX JAHHBIX;
- pacrionaraeT KOH(UICHINAIbHBIMU JAHHBIMHU, K KOTOPBIM UMEET JIOCTYII.

VIlI.  AaMuHucTpaTop HHPOPMALMOHHON 0€30I1acHOCTH

AnmuHucTtpatop  MHQOpManMoOHHONM  Oe3omacHOCcTH, paboTHUK  OpraHu3anumy,
Ha3HayaeMbld NpuKa3zoM jupekTopa OpraHu3anuu, OTBETCTBEHHBIM 3a (YHKIMOHHPOBAHHE
CHUCTEMBl 3aIlUTHl TMEPCOHAIBHBIX JaHHbBIX, BKIIOYass OOCIy)XMBaHHE U  HACTPOUKY
aIMUHUCTPAaTUBHOM, CEPBEPHOM U KIIMEHTCKOW KOMITOHEHT.

AnMuHHCTpaTOp HMH(OPMAIIMOHHON 0€30MacHOCTH 0071a/1aeT CIEeIYIOIUM YPOBHEM
JIOCTYTIa ¥ 3HAHUM:

- oOnanaer nonHoi nHpopmanreit 06 HHGOPMAIIMOHHBIX CUCTEMAaxX MEPCOHANBbHBIX
JAaHHBIX;

- UMeeT JOCTYI K CpeJCTBaM 3allUThl MH(OpMAIMM M NPOTOKOJIUPOBAHUS U K
YacTH KJIIOUEBBIX JIEMEHTOB HHPOPMAIIMOHHOM CHCTEMBI IEPCOHAIBHBIX JaHHBIX;



- HE MMEET MpaB JOCTyNa K KOH(PHUTYPUPOBAHMIO TEXHUYECKHX CPEACTB CETH 3a
UCKIIFOUEHHEM KOHTPOIBHBIX (MHCIEKIIMOHHBIX).

AnmuHuCcTpaTOp HH(GOPMALIMOHHON 0€30aCHOCTH YIIOJHOMOYEH:

- peaan30BbIBaTh MOJIMTUKU OE€30MaCHOCTH B YaCTH HACTPOMKU CPEICTB 3allUThI
UHPOPMALINU, MEKCETEBbIX KPAHOB M CHCTEM OOHApY>KEHHsI BTOP)KEHHI, B COOTBETCTBUHU C
KOTOPbIMHM TOJb30BaTesb (OnepaTop HMHPOPMALMOHHOM CHCTEMBbI INEPCOHATIBHBIX JIAHHBIX)
MOJy4aeT BO3MOXKHOCTh paboTaTh ¢ 3JIeMEHTaMU MH(POPMALMOHHOM CHUCTEMbI MEPCOHAIBHBIX
JTAHHBIX;

- OCYILECTBIIATh AyAUT CPEACTB 3alIUThl HH(OPMALIUH;

- OCYILECTBIIATh KOHTPOJIb 3a JACUCTBUSAMM II0Jb30BaTeNed HMH(OPMALMOHHON
CHCTEMBI IEPCOHATBHBIX JAHHBIX MPHU UX paboTe ¢ MepCOHATLHBIMU JIaHHBIMU;

- yCTaHABJIMBAThH JOBEPUTEIIbHBIC OTHOLICHUS CBOCH 3allMIIEHHOW CETH C CETAMHU
JPYTUX OpraHu3aluil U yupexIeHUH.

JIOJDKHOCTHBIE  00s3aHHOCTH  AJIMHHHMCTpaTropa WH(GOPMAIMOHHON 0€3011acHOCTH
onucansl B MHCTpyKImu A iMUHHUCTpaTopa HH(HOPMALIMOHHON 0€30I1aCHOCTH.

VIIl. TpeboBanus k paboTHMKAM N0 o0ecleYeHHI0 3alUThI NEPCOHAIBHBIX JaHHBIX

Bce pabGorHuku OpraHuzanuy, SBISIIOIIMECS IO0JIb30BATENSIMU HH(OPMAIIMOHHBIX
CUCTEM IMEPCOHAJBHBIX JaHHBIX, JOJDKHBl YETKO 3HAaTh U CTPOTO BBIIOJHATH YCTaHOBJICHHbBIE
OpaBuia U OOA3aHHOCTM 1O JIOCTYNy K 3allMIIaeMblM OOBEKTaM M  COOJIIOIEHUIO
YCTaHOBJIEHHOI'O PEKHMMa 0€30M1aCHOCTH [IEPCOHANIbHBIX JaHHBIX.

[Ipu BeTymiaeHUH B JODKHOCTh HOBOI'O pabOOTHHMKA HEMOCPEICTBEHHbIN pPyKOBOAUTEINb
CTPYKTYpPHOTO  TOJpa3zefieHusi o0s3aH OpraHu30BaTh €ro O3HAKOMJIEHHE C JOJDKHOCTHOMU
UHCTPYKLIMEH M HEOOXOAUMBIMHU TOKYMEHTAMH, PErjaMeHTUPYIOIUMU TpeOOBaHUs 10 3allUTe
NEPCOHANBHBIX JAHHBIX, a TaKXKe OOy4YeHHE HaBBIKAM BBITIOJHEHHUS HPOLETYp, HEOOXOIMMBIX
JUI CAaHKIIMOHUPOBAHHOT'O UCIOJIb30BAHUS MH(MOPMALIMOHHBIX CUCTEM MEPCOHAIBHBIX JTaHHBIX.

PaboTHUK momkeH OBITH O3HAKOMIIEH ¢ Hactosimed [lomuTukoH, ycTaHOBJICHHBIMU
npolenypamMu paboThl ¢ 3J€MEHTaMM MH(MOPMALMOHHOM CHCTEMBbl MEPCOHAIBHBIX JAHHBIX U
CUCTEMOM 3alUThl IEPCOHAIBHBIX JaHHbBIX.

PaboTHuku OpraHu3anuy, HCIOJIB3YIONIME TEXHUYECKHE CPEJCTBa ayTeHTH(UKaluy,
JOJKHBI 00ecreunBaTh COXPAaHHOCTh MEPCOHAIBHBIX UIEHTU(PUKATOPOB (3JIEKTPOHHBIX KIHOYEH)
U HE JI0IyCKaTh HECAHKIIMOHUPOBAHHBIA JOCTYN K HUM, a TaK € BO3MOYKHOCTb UX YTEPH HIIU
UCIIOJIb30BaHUsl TPeThbUMHU JHIIaMU. [lonb30BaTeny HeCyT MEpCOHANbHYIO OTBETCTBEHHOCTH 3a
COXPaHHOCTh UJCHTU(UKATOPOB.

PabGorHuku OpraHuzanuu  JODKHBI  CJIEIOBaTh  yYCTAHOBJIEHHBIM  IIPOLEAypam
HoJ/Iep)KaHUsl pekrMa 0e30MacHOCTH MEepPCOHANBHBIX JaHHBIX MPHU BbIOOpE M HCHOJIb30BAHUU
naposiei (eciiv He UCTIOIb3YIOTCS TEXHUUECKHE CPEeICTBA UACHTU(DUKAIIMY U ayTeHTU(DUKALINN).

PabGotHukn  OpraHu3anuu  JOJDKHBI  o0ecleyMBaTh  HaJUIeKALIYI0  3aIIUTY
000pyI0BaHUsI, OCTABIIIEMOT0 0€3 MPUCMOTpa, OCOOEHHO B TEX CIIy4asx, KOT/a B IMOMEIIEHNE
UMEIOT JIOCTyl TOCTOpPOHHHME Juila. Bce monb3oBatenu MHGOPMAMOHHON  CHCTEMBI
NEPCOHAIBHBIX JaHHBIX JOJKHBI 3HATh TPeOOBaHUS MO0 OE30MAaCHOCTH MEPCOHATIBHBIX JTaHHBIX U
IpoIeTyphl 3aIUTHl 000PYA0BaHMs, OCTABIEHHOI0 0e3 MPUCMOTpa, a TaKKe CBOM 00sS3aHHOCTH
10 00ECTIEYEHHUIO TAKOM 3aIUTHI.

PaboTHukaM 3ampelaeTcss yCTaHaBIMBAaTh ITOCTOPOHHEE MPOrpaMMHOE OOecIieueHue,
MOJIKJIIOYATh JIMYHbIE MOOMIIbHBIE YCTPOMCTBA U HOCUTENHU MH(GOPMALIMK, a TaK )K€ 3alHChIBaTh
Ha HUX 3alUIIAeMyI0 HHPOPMALIHUIO.

PaGoTHukam 3ampenaercs pasriamarh 3aluiaeMyo nH(hopMalinio, KoTopas cTtaia UM
U3BECTHA B CHITY BBITIOJHEHUS! MU CBOMX JIOJKHOCTHBIX 00S13aHHOCTEH.

[Ipu pabGote ¢ nepcoHaILHBIMU JaHHBIMU B MH(OPMAIIMOHHON CHCTEME MEPCOHATBHBIX
JMaHHbIX  paboTHUKM  OpraHuzanuu  00sf3aHbl  MCKJIIOYUTH  BO3MOXHOCTH  IPOCMOTpA
MEPCOHAIBHBIX JaHHBIX TPETHUMH JIUIIAMU C MOHUTOPOB OOBEKTOB BBIUHUCIUTEIbHON TEXHUKH.



[Ipu 3aBepmiennu paboThl ¢ WHGOPMAIMOHHONW CHCTEMOW TMEPCOHAIBHBIX JaHHBIX
pabOTHUKK O0S3aHBbI 3aIUTUTh OOBEKTHI BHIYMCIUTEIBHON TEXHUKU C TMOMOIIBIO OJOKHPOBKU
KJIFOYOM HJIM 3KBUBAJICHTHOTO CPEJICTBA KOHTPOJIS, HAIPUMED, JOCTYIIOM IO MapOJII0, €CIIH He
UCTIOJNIB3YIOTCS 00JIee CUITbHBIC CPEICTBA 3AIIHTHI.

PaGoTHukn OpraHu3anuu JT0JKHBI ObITH POUH(OPMHUPOBAHBI 00 yrpo3ax HapyIICHHS
pexkrMa 0e30MacHOCTH TMEePCOHANBHBIX JAHHBIX M OTBETCTBEHHOCTH 3a ero Hapymienue. OHuU
JOJDKHBI  OBITh  O3HAKOMJICGHBI C YTBEPXKICHHOM (QOpPMaJIbHON TMPOLEAYPOH HAJIOKCHHS
JMUCHUIUTMHAPHBIX B3BICKAHUM Ha pPaO0OTHHMKOB, HApPYIIAIONIMX [PUHATBIC MOJUTHKY U
IpoIIeTypbl OE30MACHOCTH NIEPCOHATBHBIX JAHHBIX.

PaGoTHukn 00s3aHBI 0€3 MpoOMeIeHHs cooOImaTh 000 BceX HAOII0AaeMBIX WIH
MOJIO3PUTEILHBIX CITy4asx paOboThl HHYOPMAITMOHHOW CHCTEMBI IEPCOHAIBHBIX JIaHHBIX, & TAKKE
O BBIABJICHHBIX MMM COOBITHSX, 3aTpPardBaroIIUX OE30MaCHOCTh MEPCOHAIBHBIX JaHHbBIX,
PYKOBOJICTBY U JIMILy, OTBEYAIONIEMY 3a HEMEJICHHOE pearnpoBaHKe Ha yrpo3bl 0€30MacHOCTH
NIEPCOHABHBIX JTaHHBIX.

IX.  JoJKHOCTHBIE 00A3aHHOCTH MOJIb30BaTe/ el HH(POPMAIIMOHHOMH CHCTEMbI
NMEePCOHATBbHBIX JTAHHBIX

JIOmKHOCTHBIE ~ OO0SI3aHHOCTH ~ TOJb30BaTeled  MH(QOPMAIMOHHOM  CHCTEMBI
MEPCOHAIILHBIX IAHHBIX OMKUCAHBI B CICAYIOMIUX JOKYMEHTAX:

WNuctpykuus AagMuHUCTpaTOopa HHPOPMAITMOHHON CUCTEMBI IEPCOHATBHBIX TAHHBIX;

Nuctpykuus Oneparopa MHGPOPMAIIMOHHON CUCTEMBI MIEPCOHATBHBIX JaHHBIX.

X.  OTBeTCTBEHHOCTH MOJIb30BaTe1eii HH(POPMAIMOHHON CHCTEeMBbI MEPCOHATBHBIX JAHHBIX

B coorBerctBun co crateamu 24 ®enepanbHoro 3akona ot 27 wutons 2006 T.
Ne 152-®3 «O mnepcoHalbHBIX JaHHBIX» JIMIA, BUHOBHBIE B HapyLIEHUH TpeOOBaHUMN
@®enepalibHOIO  3aKOHA,  HECYT  TIPaXXJAHCKYIO,  YrOJIOBHYIO,  aJMHUHHMCTPATUBHYIO,
JUCLUUITIMHAPHYI0 UM MHYIO IPEIyCMOTPEHHYIO 3aKoHoAaTelbcTBOM Poccuiickoit denepanuu
OTBETCTBEHHOCTb.

JleiicTBytolee 3akoHoAarenbcTBO Poccuiickoil @Denepannu NMO3BOISET NPEABIBIATH
TpeboBaHuss ToO oOecrieyeHHio Oe30macHO paboThl ¢ 3amumEaeMod HHpOpManuern u
MpEeAyCMaTpUBAET OTBETCTBEHHOCTh 3a HApYLIEHUWE YCTAHOBJIEHHBIX IPABUJ SKCILUTyaTalluu
OBM wu cucreMm, HempaBOMEpHBIH TOCTyHn K HH(QOpPMAIMM, €CIU ITH JEHCTBUS MPUBEIH K
YHUYTOXXEHUIO, OJIOKMpPOBaHMIO, MOAU(UKAMKU WH(GOPMAIMK WIH HapylleHHio pabotsl OBM
unu cetelt (crateu 272,273 n 274 YK PO).

[Tonb3oBarenn  WHGOPMAIMOHHONW  CHUCTEMBI  IEPCOHATBHBIX  JAHHBIX  HECYT
OTBETCTBEHHOCTb 3a BCE JEWCTBHA, COBEPIIEHHbIE OT HMMEHHM MX YYETHBIX 3alucedl WU
CUCTEMHBIX YYETHBIX 3allicel, ecu He Joka3aH (aKkT HECAHKIMOHUPOBAHHOTO HCIOIb30BAHUS
YYETHBIX 3aIHCEH.

[Tpu mapymenusix pabotHukamu Opranuzanuu — [lons3oBarensiMu HHGOPMAITMOHHON
CUCTEMBI IEPCOHAJIBHBIX JAHHBIX MPABUJI, CBSI3aHHBIX C 0€30MaCHOCTHIO NEPCOHATBHBIX IAaHHBIX,
OHM HECYT OTBETCTBEHHOCTb, YCTAHOBJICHHYIO JECHCTBYIOLIMM 3aKOHOJATENbCTBOM Poccuiickoin
denepanuu.

[IpuBeneHHbIe BhIlIe TPeOOBaHMS HOPMATUBHBIX TIOKYMEHTOB MO 3alIUTe HHGOPMAIIUU
JIOJDKHBI OBITH OTPa)KEHBI B JIOKAJTbHBIX HOPMATHUBHBIX M MPABOBHIX akTax OpraHu3aiu.
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No 687 «OO06 yrtBepxknenun [lomoxxeHnst 06 0COOEHHOCTIX 00paOOTKH MTEPCOHAIBHBIX JIAHHBIX,
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7. [TocTanoBnenwue IIpaButenbcTBa Poccuiickoit denepanuu ot 1 HOAOPs
2012 r. Ne 1119 «OG0 yTBepkaeHnn TpeOOBaHM K 3aIIUTE EPCOHAIBHBIX TaHHBIX MTPU UX
00paboTke B MH(GOPMAIIMOHHBIX CUCTEMaX MEPCOHANBHBIX TAHHBIX);

8. [Tpuka3 OenepabHON CITyKOBI 10 TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIIO OT
18 deBpans 2013 r. Ne 21 «O6 yrBepknenun CocTaBa M COJAEPKaHUs OPTaHU3AIUOHHBIX U
TEXHUYECKUX MEp M0 00ecreueHnIo 0€30acHOCTH IEPCOHANBHBIX JTaHHBIX MTPH UX 00paboTKe B
MH(OPMAILIMOHHBIX CHUCTEMaX MEPCOHANBHBIX JaHHBIX);

9. bazoBast Mozienib yrpo3 6€301acHOCTH EPCOHANIBHBIX TAHHBIX MPU UX 00paboTKe
B MH(OPMAILIMOHHBIX CUCTEMaX MEPCOHANBHBIX JaHHBIX, YTBEPKICHHAS 3aMECTUTEIEM
nupexktopa @CTOK Poccunu 15 despans 2008 r.;

10.  Meroauka onpeneneHus akTyalbHbIX YIpo3 0€30MaCHOCTH MEPCOHATBHBIX
JIAHHBIX MPU UX 00pab0oTKe B MH(POPMAIIMOHHBIX CUCTEMAaX MEPCOHANLHBIX JIAHHBIX,
yTBepkaeHHas 3amecturenem qupekropa ®CTOK Poceun 14 despans 2008 r.
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